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Enhancement of capabilities to create a vulnerability testing scenario in a simulation
security operations center

Hayuna o0Jact:

| TexHUu4ecKu HayKu |

KpaTko onucanue Ha nmpoeKTa: Lenrta Ha HacTOAMMA MPOEKT € MPOEKTHPAHE, pa3padOTBaHE U MPAKTUIECKO

(c ne nogeue om 3-4 uspeyenus, nocousam ce yei pean3upaHe Ha CL[CHapI/Iﬁ Ha TECTOBE 3a YA3BUMOCTHU B UHTETPUpPAHA paSBOﬁHa

u 3a0avu Ha npoexma) TecToBa cpena 3a Kubep W MHPOPMAIHOHHA CHUTYPHOCT (KHOEPIIOJIHIOH) B
YCIIOBHUSTA HA CHMYJIAIIMOHEH ONEPAaTHBEH HEHTHP 32 CUTYPHOCT.

The aim of the current project is to design, develop and practically implement a
scenario of vulnerability tests in an integrated development test environment for
cyber and information security (cyberpolygon) in the conditions of a simulation
operational security center.

| TecroBe 3a ys3BuMOCTH, KHGEP CHIYPHOCT, HEH(OPMALIOHHA CHI'YPHOCT |

KirouoBu nymm:
| vulnerability testing, cyber security, information security |

Upe3s oCchIIECTBSIBAHETO Ha HACTOSIINS MPOEKT IIIe Ce U3TPaiT B 00ydaeMUTe

KpaTko onucanue Ha 04aKBAHHTE TpailH{ 3HAHUS M YMEHUs OTHOCHO IPAKTHKUTE 32 KHOep U MH(POpPMAIMOHHA

pesyaraTu: CUT'YPHOCT. 1 He Ha TocIeTHO MSCTO J1a c€ MOTHBHpAT M Pa3BUBAT TBOPUECKHUTE U
: HayJHO-M3CIIEI0BATEIICKUTE CTIOCOOHOCTH Ha CTYIEHTHTE.

Through the implementation of this project, permanent knowledge and skills
regarding cyber and information security practices will be built in the trainees. And
last but not least, to motivate and develop the creative and research abilities of
students.

HNudopmanus 3a yyacTHULHTE

PbkoBoauTe 1 Ha MpoeKTa I aou. lBereauna Unuesa Meroauena, n-p, ®TH

npo¢. Croun UBanos UBanos, 1-p, ®PTH

aou. lonuka Beinukosa lumanosa, 1-p, ®TH
aou. 3apasko IOpues Kysmanos, 1-p, ®TH

ac. Wnimana KupueBa CumeonoBa, ®TH

npen. Crosin Pymenos Crosinos, ®TH

ac. Wimsina CredanoBa Banosa, ®TH

YyacTHuum (ot cheraBa Ha 1TY)
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YuyacTHuuu (mpuBjedeHu ot Apyru BY)
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Eauna FOpuesa Ky3manosa, noxkropant, ®TH
Jenunc UBanos 3Be3nennHoB, ctyaeHT TKC, ®TH
Jumutsp Hukonaes I'pemkos, crynent TKC, ®TH
Ena Epnoan 3akup, cryaent COCC, ®TH

SBop Pocenos Jlyuyancku, cryaent CC, ®TH
I'adgpuena IlerpoBa 3anoBa, crynent CC, ®TH

YuyacTHHIY (CTYACHTH U IOKTOPAHTH)
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