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I. HABILITATION MONOGRAPH

Kuzmanov, Z., Social Security in Republic of Bulgaria, Shumen, “Bishop Konstantin
Preslavsky” Publishing House, 2021, 180 p., ISBN 978-619-201-489-6

The purpose of this monograph aims to reveal the essence of social security and the possible
approaches to identify it, in order to reflect the close link between national and social security,
giving a broader meaning to the concept of "social security". The paper indicates the reasons for
emergence and phasing of the development of social security in Republic of Bulgaria, as well as
the characteristics of its modern insurance system.

In terms of content, the monograph comprises six chapters.

Chapter one describes various aspects for the concept of "security” - its nature, elements,
factors and basic concepts related to its study. It includes a brief historical overview of the origin
and interpretation of the meaning of the term "security”. The chapter describes the approaches for
the study and a classification of the different types of security. It overviews the fundamental
concepts of "national security", "national interest", "universal security” and "social security” which
determine the content of theoretical developments in the field of human, social and state security.

Chapter Two focuses on the problems, priorities and challenges for the national security of
Republic of Bulgaria. It analyses the main threats for security in our country as it describes in
detail sector policies as per the updated National Security Strategy of the Republic of Bulgaria.
The chapter contains a detailed analysis of the Consultative council for national security as a main
authority for ensuring national security. It reviews the main legal and normative acts reflecting the
content of the National Security Strategy of the Republic of Bulgaria.

Chapter three clarifies the essence of the concept of "social security” by examining various
definitions made by international and other expert organizations. It analyzes the general principles,
approaches and criteria for assessing social security, as well as the threats to it.

In Chapter Four, associates the term "social security” with the term "social insurance”. It
presents a brief historical overview of the development of social security and insurance systems.
The chapter analyses the main characteristics and nature of social insurance as well as the basic
principles and approaches for building social security systems. The classical models related to the
social security concepts of Otto von Bismarck and William Beveridge and the four models of
social security, reflecting the economic reality, are considered.

The chapter indicates the characteristics and structure of the insurance systems as a basis of
the social insurance and an important element of the social security systems. It classifies insurance
systems depending on various criteria. It analyzes the management and organization of all
activities related to the social security system, as well as the relations between the subjects of the
financing and the insurance institution.
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Chapter Five examines the emergence and development of social security in Republic of
Bulgaria, the stages it goes through in terms of legislation, regulations and changes in the period
1880-2020, as well as the policy pursued by the government related to the social security system
insurance in modern Bulgaria.

Chapter Six focuses on the cooperation between EU Member States on social security. It
examines EU’s and our country’s policy, as well as issues related to the improvement of the
existing security systems. It indicates the provisions (EU regulations) on social security, funding
funds and mechanisms for coordination and monitoring of national policies (administration
between institutions and electronic exchange of social security information) aimed at uniting the
efforts of the EU institutions and the Member States.

The actual analysis of the security’s state shows that there are still a number of challenges
aimed at the everchanging labor market, new family structures, demographic changes and financial
security of social insurance, requiring adequate mechanisms for adapting and implementing
sectoral policies integrated with EU and NATO security policy.

Currently there is no accredited normative definition of the term “social security”. The
National Security Strategy examines the Social Security Policy without defining the concept itself.
This predetermines the interest and importance of social security as an important economic
stabilizer. Good organization of social protection systems ensures a stable economy and promotes
socio-economic equality.

The monograph comprises 6 figures, 1 table and 3 appendices for the purposes of better
illustrating the presented material.

Il. PUBLICATIONS!

The publications could be classified in the following major categories:

- Research and analysis of the factors influencing security at national and international level.

- Theoretical aspects of risk management. Analysis of factors and processes in crises
management.

- Information security in organizations.

1. Research and analysis of the factors influencing security at national and
international level.?

5.2. Kuzmanov, Z., Disinformation as a threat to National security. SocioBrains,
www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 77, January 2021, p. 123,
ISSN 2367-5721, (online) — (Bulgarian language).

Globalization, political polarization and information transfer speed are creating new reality
and challenges for the vital interests of democratic societies. Fighting disinformation, whether
foreign or domestic, is a matter of national security, as it divides our society. The article examines
the information disorder in the post-Cold War era, the nature of disinformation and its elements,
as well as the threats it poses to the defense and security sector.

! Only articles and reports from scientific conferences that have not been submitted for the award of a scientific degree
PhD are offered for review.
2 The numbering of the articles and reports is follows the list of scientific papers submitted for participation in the
competition.
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53. Kuzmanov, Z., Cyberterrorism - definiton and forms. SocioBrains,
www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 76, December 2020, p.
151, ISSN 2367-5721, (online) — (Bulgarian language).

Cyberattacks are increasing around the world at an alarming rate. They are often being
associated with the widespread threat of cyberterrorism. Cyberterrorism is a relatively young field
of research and terminology, and similarly to its original term “terrorism” it has not been
adequately defined or subsequently applied. The article offers a definition of the term
"cyberterrorism™ and considers its two main forms - hybrid cyberterrorism and direct
cyberterrorism.

5.7. Kuzmanov, Z., Energy security a major element of economic security and national
security. SocioBrains, www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 30,
February 2017, p. 39, ISSN 2367-5721, (online) — (Bulgarian language).

For every democratic country national security symbolizes security of the nation as the
bearer of sovereignty and the only source of power in the state. The achievement of national
interests is largely based on the sustainable development of the economy. Therefore, the key to
achieving the national interest lies primarily in the economic sphere. One of the most important
components of economic security is energy security. The reason for this is the key role of energy,
which determines the development and functioning of almost all other sectors of the economy.
The article considers energy security as a prerequisite for economic development and as one of the
guarantors of national security.

5.8. Kuzmanov, Z., Interaction of the Ministry of Interior for preventing and suppressing of
terrorist acts. SocioBrains, www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria,
Issue 30, February 2017, p. 43, ISSN 2367-5721, (online) — (Bulgarian language).

Europe’s hundreds of victims of terrorist attack in the past two years are an unshakable proof
that despite of international effort terrorism is starting to prevail. Being a state which fully supports
terrorist measures of the partner countries in the Euro-Atlantic area and participates with
contingents in missions and operations abroad, Republic of Bulgaria is also threatened by terrorist
attacks. The Ministry of Interior is the specialized structure of the executive branch, whose main
activities include the protection of national security in the country. This makes the Ministry of
Interior the main body for combating terrorism, conducting anti-terrorist activities and continuous
interaction with other responsible organizations.

The article considers issues related to threats of terrorist activity, as well as the interaction
between the organizations and structures for counteracting terrorism in our country. It substants
the the need of building and subsequent upgrading of an integrated model of the national security
system in Bulgaria by using good practices from the NATO member states.

5.9. Kuzmanov, Z., Protection of human rights and the system of the Ministry of Interior.
SocioBrains, www.sociobrains.com, Publ.: Veselina Nikolaeva Ilieva, Bulgaria, Issue 30,
February 2017, p. 48, ISSN 2367-5721, (online) — (Bulgarian language).

The topic of human rights and freedoms has become particularly relevant in the recent years.
The system of international acts, charters and conventions is of a great importance for the work of
the police. Protection of human rights and freedom of citizens is one of the main building blocks
of public order. The presence of huge waves of migration leads to the presence of a large number
of refugees in European countries, and the problem with the Roma population has been present in
the country for many years. The pressure for the integration of these two minority groups has
raised a huge wave of dissatisfaction among Bulgarian citizens and the privileges built for them
have brought to the fore the issue of inequality between groups. Many riots have arisen and caused
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by the new "guests” not only in Bulgaria but throughout Europe. However, there have been sharp
criticisms of major violations of human rights at national and European level.

The article analyzes European legal acts on human rights and their synchronization with the
Bulgarian legislation. It describes the institutions responsible for the protection of the rule of law,
the established public order and the rights and freedoms of the citizens. The article arguments the
need to initiate a process of updating international, European and national documents in the field,
it pays attention to issues of status and obligations of individual groups as human beings and
especially the obligations of individuals as citizens of the Republic of Bulgaria.

5.14. Kuzmanov Z., E. Kuzmanova, Public order and public security. Annual of Konstantin
Preslavski University of Shumen, Vol. VII E, Faculty of Technical Sciences, Konstantin
Preslavsky University Press, Shumen, 2017, p. 75, ISSN 1311-834X.

Public order is a value that underpins the integrity of society. Therefore, any attempt to
violate it must be thwarted by proportionate measures by law enforcement and citizens. Public
relations as an attribute of the public and society are constantly evolving and are making it possible
to anticipate the withdrawal of other actors. Non-governmental organizations and citizens as a
subject of society participate in the relations that take place in the transmission of danger to the
public. It is exceptional for the legislator to assign the responsibility and control functions in the
observance and protection of public order. Socially acceptable behavior must be constantly
educated and developed in the members of the society and especially in the adolescents - for the
observance of the legal norms, but also for the observance of the rules of good manners.

5.17. Kuzmanova, E., Kuzmanov, Z., Administrative regime of access to public
information. Proceedings of the "New Challenges for Information Security Systems™ Scientific
Conference 2015, “Vassil Levski” NMU - Faculty "Artillery, AD and CIS", 2015. c¢/o Jusautor,
Shumen, c. 331, ISBN 978-954-9681-65-9

The article addresses issues of information resources in the context of national security, the
principles of access to information and their impact on the national security system, the legislation
on access to information and the specific administrative and legal regime of access to information
legislation and its implementation.

5.18. Kuzmanova, E., Kuzmanov, Z., Scouting and operational search activity in the
context of the national security system. Proceedings of the "New Challenges for Information
Security Systems" Scientific Conference 2015, “Vassil Levski” NMU - Faculty "Artillery, AD
and CIS", 2015. c¢/o Jusautor, Shumen, c. 342, ISBN 978-954-9681-65-9.

The article addresses issues of scouting and operational search activities in the context of the
national security system, scouting and its place in national security, as well as the legal regulation
and control of search operations.

2. Theoretical aspects of risk management. Analysis of factors and processes in crises
management.

5.10. Dimanova, D., Z. Kuzmanov, Measuring and assessing risk. SocioBrains,
www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 32, April 2017, p. 63,
ISSN 2367-5721, (online) — (English language).

The study and management of risk is a subject of various sciences, which are using a variety
of methods, models, algorithms, programs and systems for analysis and evaluation. The nature of
risk can be defined in general as a probable unfavorable deviation from the desired and expected
result of the implementation of a management decision or action due to the multivariate and
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indeterminate factors of the environment in which the activity is created, creating objective
preconditions for risk situations. The article analyzes the methods for measuring and assessing
risk.

5.15. Dimanova, D., Z. Kuzmanov, National emergency call system. MATTEX 2016,
Collection of scientific papers - Volume 2, “Bishop Konstantin Preslavsky” Publishing House,
Shumen, 2016, p. 77, ISSN: 1314-3921.

Protection of population in case of disasters is planned and carried out by the executive
bodies, legal entities and sole traders in fulfillment of the functions assigned to them by the
Disaster Protection Act and other normative acts regulating their activity. The main activity of the
Ministry of Interior (Mol) can be considered security and protection.

The article addresses issues related to the activities of the Ministry of Interior regarding
safety and protection and the provision of citizens' access to emergency services through the
National Emergency Call System with a single European number 112 (NSSPEEN 112) in
particular.

5.16. Dimanova, D., Z. Kuzmanov, Risk classification. MATTEX 2016. Collection of
scientific papers - Volume 2, “Bishop Konstantin Preslavsky” Publishing House, Shumen, 2016,
c. 84, ISSN: 1314-3921.

Various risks arise in the field of security. Effective action can be taken against some of
them to neutralize, limit or prevent. The likelihood of these risks and the associated consequences
depends on their source and type. Knowledge and experience in research and risk identification
are particularly important. Proper risk targeting and forecasting helps to take appropriate action on
its deliberate, consistent and continuous management in accordance with the specifics of the
environment. The purpose of the article is to classify risk by different groups of characteristics.

5.19. Kuzmanov, Z., Study of crisis management approaches in power system of the
European Union, USA and Russia. ,,The young in science — investment in the feature” Collections
of papers from International scientific conference Sofia-Plovdiv 18-20.10.2013, Publishing House
,,Za bukvite — O pismeneh®, Sofia, 2014, p. 460, ISBN 978-619-185-132-4.

The security of power engineering system is vital for the state and its citizens and is directly
related to its economic and national security. Therefore, it is necessary to systematically study the
possible risks and threats, plan and implement activities to mitigate them and ensure overall
security of the power engineering system through the use of management measures, technical
means and methods. Factors that have a negative impact on the power engineering system are:
natural disasters (floods, heavy snow, storms, hurricanes and tornadoes, etc.), human activities (in
general and operational management, infrastructure maintenance) and technical factors (state of
technical infrastructure ). Each of them can lead to crises of varying levels of intensity and serious
consequences for the infrastructure and functioning of the power engineering system, as well as in
all spheres of public life.

The article examines specific significant cases in the power systems of the EU, the United
States and Russia in order to review crisis management approaches. The findings give grounds to
look for opportunities to optimize and improve security systems by creating a model for managing
the security of the power engineering system in crises.

5.20. Kuzmanov, Z., Crisis management policies of the Russian Federation. Collections of
papers - Scientific Conference 2014 "The new paradigm of security in cyberspace”, “Vassil
Levski” NMU - Faculty "Artillery, AD and CIS" Shumen, 2015. c/o Jusautor, Shumen, c. 233,
ISBN 978-954-9681-49-9.
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The article examines the Unified National System for Disclosure and Liquidation in
Emergencies of the Russian Federation. It analyzes the main tasks, organizational structures and
management bodies (at federal, interregional, regional, municipal and site level) in the field of
civil protection, protection of the population and the territory in emergencies, fire safety, safety of
the population and water bodies, as well as coordination in the established order of the activities
of the executive bodies within the Unified National System for Disclosure and Liquidation in
Emergency Situations.

5.21. Kuzmanov, Z., European Union crisis management policies. Collections of papers -
Scientific Conference 2014 "The new paradigm of security in cyberspace”, “Vassil Levski” NMU
- Faculty "Artillery, AD and CIS" Shumen, 2015. ¢/o Jusautor, Shumen, c. 236, ISBN 978-954-
9681-49-9.

The article examines the European crisis management system and in particular the two main
strands: the European Security and Defense Policy and the European Disaster and Humanitarian
Policy. It analyzes operations and missions under the European Security and Defense Policy, the
main mechanisms for crisis regulation and overcoming its consequences, as well as the institutions
involved in the implementation of the crisis management policy. The article carries out a study of
the Crisis Management System in the security policy of the Czech Republic, describing the
procedures and regulations governing the actions of the relevant public administration bodies and
other stakeholders to overcome the unfavorable development of crises in society.

5.22. Kuzmanov, Z., United States Crisis Management Policies. Collections of papers -
Scientific Conference 2014 "The new paradigm of security in cyberspace”, “Vassil Levski” NMU
- Faculty "Artillery, AD and CIS" Shumen, 2015. ¢/o Jusautor, Shumen, c. 240, ISBN 978-954-
9681-49-9.

Crisis management is one of the main functions and elements of national security of any
country. The ability of the state to prevent and manage crises, as well as to overcome their
consequences, is determined by the existence of an effective management system. The article
examines the crisis management policy of the United States of America (at the local, state and
federal levels) and the functions and activities for coordination and communication of the Federal
Emergency Management Agency in particular, and the established Integrated Emergency
Management System (Integrated Emergency Management System - IEMS).

5.23 Kuzmanov, Z., State organizations for management and control of the power
engineering of Republic of Bulgaria. Scientific session 2013 Collections of papers- Part Il, “Vassil
Levski” NMU - Faculty "Artillery, AD and CIS" Shumen, 2013. c/o Jusautor, Shumen, c. 266,
ISSN 1313-7433.

The stability of the power engineering system is extremely important for the functioning of
economy and society. Improving power engineering security is a long-term process that requires
investment and a sustainable government policy. Power engineering is defined as a sector of
critical infrastructure and strategic resource, risk management, which is why it is among the
leading priorities of national security and a prerequisite for economic stability. The purpose of the
article is to analyze the state regulation, management and control of the power engineering sector
in Republic of Bulgaria (in accordance with national and European legislation), as well as the
policy pursued by the country to ensure the interests of national security, society and citizens in
the operation and development of energy capacity, transmission and distribution networks.

5.24. Kuzmanov, Z., Features, technological structure and fuel base of the power
engineering industry. Scientific session 2013 Collections of papers - Part 11, “Vassil Levski” NMU
- Faculty "Artillery, AD and CIS" Shumen, 2013. c¢/o Jusautor, Shumen, c. 260, ISSN 1313-7433.
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The role of power engineering in the 21st century is crucial for the socio-economic
development of each country and the world community as a whole. Electricity consumption
closely corresponds to the level of economic activity and living standards. Scientific and
technological progress and the development of new sectors and industries, the improvement of
technology, quality and living conditions predetermine the expansion of the use of electricity and
the growing demand for reliable and uninterrupted energy supply. The purpose of the article is to
analyze the specifics of power engineering as an industry and the composition of energy used. It
considers the specific feature concerning the unification of the technological base, which produces,
transmits and distributes electricity (generators, substations and power lines) into a single
electricity system, which aims to reduce the total generation costs and the need for reserve
production capacity.

5.25. Kuzmanov, Z., Power engineering system of Republic of Bulgaria. Scientific session
2013, Collection of papers — Part I, “Vassil Levski” NMU - Faculty "Artillery, AD and CIS"
Shumen, 2013. ¢/o Jusautor, Shumen, c. 271, ISSN 1313-7433.

The power engineering system is an element of the Energy System and includes the
generators and consumers of electricity, connected by means of an electricity network and working
together in a common mode. In the EES, the process of production, transmission, distribution and
consumption is unified and continuous, and practically takes place instantly.

The article analyzes the structure of the electricity transmission network, the installed and
available generating capacity by type of power plants connected to the transmission and
distribution networks, as well as the annual electricity production in Bulgaria by type of power
plants. It indicated the main priorities in ensuring the security of EES facilities, laid down in the
general administrative acts and regulations.

5.26. Kuzmanov, Z., Identification and typification of critical infrastructure sites in the
power engineering sector. Collection of papers "Information Protection - Status and Prospects"
Scientific Conference 2012,“Vassil Levski” NMU - Faculty "Artillery, AD and CIS" Shumen,
2012. ¢/o Jusautor, Shumen, c. 170, ISBN 978-954-9681-49-9.

One of the most significant and important infrastructures in modern life is power
engineering. The power engineering industry in each country consists of many different state-
owned infrastructure sites and private companies involved in the production, transmission and
distribution of electricity. However, in order to perform the main functions and achieve appropriate
efficiency, all power plants, substations and power lines forming the electricity network are
connected to dispatch centers for control and management, forming a single power system. This
interconnection, the strongest at the national level, forms the national power supply system.

At the beginning of the 21st century, the sites forming the power system are one of the most
critical infrastructures, which are vital for many others, depending on a reliable supply of
electricity. The purpose of the article is to examine issues related to the identification and
typification of critical infrastructure sites in the electricity sector. The article analyzes national
legislation on the identification of critical infrastructure sites in the electricity sector and classifies
by type those sites that are designed for production and transmission of electricity.

The presented typification of the sites of the critical infrastructure in the electricity sector
serves as a basis for determining the assets subject to subsequent assessment and protection.

5.27. Kuzmanov, Z., Threats to critical infrastructure in the power engineering sector and
communication and information technologies. Collection of papers, "Problems of information
security in the XXI century” Scientific Conference 2011, “Vassil Levski” NMU - Faculty
"Artillery, AD and CIS" Shumen, 2011. c¢/o Jusautor, Shumen, c. 343, ISBN 978-954-9681-49-9.
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The system for protection of the critical infrastructure of the Republic of Bulgaria is
developed mainly under the influence of the EU through policies, programs and measures defined
by the union. This is because the protection of the country's critical infrastructure, and in particular
electricity, is becoming an important issue, not only for our security and energy stability, but also
within the community. The article presents issues related to the structure and threats of critical
infrastructure in the power engineering sector, the power engineering information and
communication interface and systems based on information and communication technologies
(ICT), as well as the implemented measures and policies for critical infrastructure protection and
cybersecurity in the European Union.

3. Information security in organizations.

5.4. Dimanova, D., Z. Kuzmanov, Development of an integrated security and
communication system. SocioBrains, www.sociobrains.com, Publ.: Veselina Nikolaeva llieva,
Bulgaria, Issue 69, November 2019, p. 83, ISSN 2367-5721, (online) — (Bulgarian language).

Integrated security and communication systems make it possible to manage and monitor the
status of all security systems in an organization from one platform (single control center). In this
way, organizations have the opportunity to maintain an integrated system for quality management,
environment, information security, health and safety at workplace of their employees. The article
discusses the innovations in building an integrated security and communication system.

5.5. Dimanova, D., Z. Kuzmanov, International security standards. MATTEX 2018
Collection of scientific paprs, Volume I, Part I, “Bishop Konstantin Preslavsky” Publishing
House, Shumen, 2018, c. 131, ISSN: 1314-3921.

Standardization is an essential part of countries' economies and plays an important role in
integrating them into the European market. The standards harmonize the requirements for goods
and services, which facilitates international trade. The application of various standards helps
ensuring constant quality of products and improves productivity. This in turn helps to increase
consumer confidence.

The article analyzes main international standards related to security and information security
in particular.

5.6. Dimanova, D., Z. Kuzmanov, Risk management in information security. MATTEX
2018, Collection of scientific paprs, Volume Il, Part I, “Bishop Konstantin Preslavsky” Publishing
House, Shumen, 2018, c. 139, ISSN: 1314-3921

Information security is one of the most pressing issues organizations face in Europe today.
As technology improves, a major update of the rules and standards for security and risk
management is needed. The best way to protect information is to apply good security practices and
procedures in the organization. The purpose of the article is to analyze risk assessment in
information security on the basis of ISO 27001: 2013 standard, providing a framework for
effective risk management.

5.11. Kuzmanov, Z., Options for creating a spatial database of critical infrastructure sites in
energy sector (sub-sector power engineering) using open source software. SocioBrains,
www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 36, August 2017, p. 74,
ISSN 2367-5721, (online) — (Bulgarian language).

The objects forming the power engineering systems are one of the most critical
infrastructures, which are vital for many others, depending on a reliable supply of electricity. The
study and description of the various critical infrastructure sites has an important role in developing
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adequate measures for their protection. In practice, geographic information systems (GIS) are a
powerful tool in the process of protecting critical infrastructure and assisting responsible
institutions in making decisions. The main prerequisite for efficient use of spatial data and
information in a GIS environment is modeling of spatial data and building a geobase.

The article explores the possibilities for creating a spatial database of critical infrastructure
sites in the electricity sector (power engineering subsector) using open source software.

5.12. Chobanov, D., Z. Kuzmanov, LoRaWAN network architecture. SocioBrains,
www.sociobrains.com, Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 40, December 2017, p.
11, ISSN 2367-5721, (online) — (Bulgarian language).

The article focuses on one of the newly introduced LoRa wireless technologies - a
technology specifically designed to meet the needs of the ever-growing IoT. The article
summarizes the LoRa technology, including architectural elements, radio interference resistance,
speed and security levels in the LoRaWAN network.

5.13. Kuzmanov, Z., Modern Web-GIS technologies. SocioBrains, www.sociobrains.com,
Publ.: Veselina Nikolaeva llieva, Bulgaria, Issue 40, December 2017, p. 169, ISSN 2367-5721,
(online) — (Bulgarian language).

The rapid development of Internet technologies in recent years has increased the ability of
users to use new ways of obtaining information, including georeferences. Web mapping is one of
the tools of geographic information technology, as the variety of modern methods for creating
web-GIS applications is practically endless. The rapid development of virtual mapping is
undoubtedly one of the indicators of globalization, shortening distances, accelerating the process
of data transmission and the inclusion of computer technology in modern life.

The article examines the main characteristics and aspects of GIS related to the management
and analysis of various processes in the environment. It indicates the advantages and peculiarities
that make GIS a necessary IT tool for explaining and analyzing events, for predicting results, for
strategic planning and making informed decisions.

Prepared by: Zdravko Yuriev Kuzmanov
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