Konstantin Preslavsky University of Shumen

REVIEW

by Prof. Dr. Evgeni Petrov Manev, Head of National Security Department,
Faculty of Information Sciences, University of Library Science and Information
Technology, 119 Tsarigradsko Shose Str., Sofia, mobile phone 0882 450 802,
regarding the papers submitted in the competition for awarding the academic position
of Associate Professor in the field of higher education "9. Security and Defense ",
professional field 9.1. National Security (Security Systems), at the Faculty of Technical
Sciences at of the Konstantin Preslavsky University of Shumen, announced in the State
Gazette no. 27 of April 2™ 2021 ", for the needs of the Security Systems Management
Department, the only candidate- Chief Assistant Dr. Zdravko Yuriev Kuzmanov,
currently a lecturer at Security Systems Management Department , Konstantin
Preslavsky University of Shumen

General provisions

This review was drawn on the grounds of Order Ne FD-16-095 / 28.05.2021, of
the Rector of Konstantin Preslavsky Umiversity of Shumen, which includes the
selection of the scientific jury. This order regards the conduct the announced
competition for awarding the academic position Associate Professor, in the field of
higher education "9. Security and Defense ", in the professional field" 9.1. National
Security (Security Systems), Faculty of Technical Sciences at Konstantin Preslavsky
University of Shumen, announced in the State Gazette no. 27 of April 2 2021 >, for
the needs of Security Systems Management Department, announced by Order Ne FD-
16-095 / 28.05.2021, of the Rector of Konstantin Preslavsky University of Shumen.
The candidate Chief Assistant Dr. Zdravko Yuriev Kuzmanov, currently a Chief
Assistant in Security Systems Department, Faculty of Technical Sciences, in
Konstantin Preslavsky University of Shumen, teaches the disciplines specified in the
reference “Information on the additional indicators under Art. 57a, para. 2 of the
Regulations for the Implementations of Law for the Development of the Academic
Staff in the Republic of Bulgaria. Chief Dr. Zdravko Yuriev Kuzmanov has been
teaching 11 of these disciplines during the academic year 2020-2021, out of the total
of 20. university disciplines.

As a member of the Scientific Jury I have received Order Ne FD-16-095 /
28.05.2021 signed by the Rector of Konstantin Preslavsky University of Shumen and
the applicant’s submitted papers for the competition on paper and in digitalized
version. The review has been sent to the Office of Konstantin Preslavsky University
Shumen on paper and digitally, before the deadline of the three-month period specified
in Art. 32 (1) of the Regulations for application of the Law for development of the
academic staff of the Republic of Bulgaria. Upon writing the review, I have complied
with the requirements of the Law for the Development of the Academic Staff in the
Republic of Bulgaria, as well as the Regulations for its Implementation (Art. 53, Art.
54 and Art. 57) to the maximum extent.



WHICH WORKS SUBMITTED BY THE CANDIDATE ARE
ACKNOWLEDGED FOR EVALUATION BY THE REVIEWER?

The list of papers submitted by the applicant for reviewing consist of a total of
29 publications (see table below), with a total of 588 pages. He has submitted 27 for
review, with the inclusion of one monograph - habilitation thesis, 26 articles and
reports, with a total volume of 342 pages. These papers have not been previously used
by the candidate in the procedure for awarding the educational and scientific degree
"Doctor".

Number of Total
publications (pages)
For

Total . Total For review
review

Ne Type of publication

Dissertation, abstract,
I. | papers for awarding a 2 0 225 0
scientific degree
Works relevant to the
major

II.

2.1. | Scientific research

2.1.1. | Monographs I 1 180 180

articles and reports

" | published in Bulgaria
articles and reports

" | published abroad
Textbooks, handbooks
2.2. | and methodological
textbooks

2.2.1. | textbooks

29 26 183 162

2.2.2. | methodological textbooks

Total 32 27 588 342

I acknowledge all papers submitted for review. They have been published in
Bulgarian and international scientific journals. The evaluation of the accessibility of
the submitted scientific output proves that it is well presented to the specialists working
in this area. All conditions have been provided so as to get acquainted with its content
and to give a critical evaluation.

One can see a total of 10 citations all of which were from articles and reports
with scientific review. I do not acknowledge the two articles from the section Citation
or reviews in non-refereed journals with scientific review, since they are part of the
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section Citation in monographs and collective volumes with scientific review ( to be
more precise they belong to scientific volumes - yearbooks or proceedings of scientific
conferences).

The total number of points for the publications which the applicant has obtained
is 450, while the state minimum requirements is 400 points. This means the candidate
has met the requirements.

The topic of the submitted works is relevant to the scientific field of the
announced competition. It includes analyzes, models, research outcomes and good
practices in the field of hybrid threats and wars, national security and defense, crisis
and emergency management, geopolitical transformation processes and strategies.

The monograph Social Security in the Republic of Bulgaria (habilitation work)
has a volume of 180 pages. 26 articles and reports have been submitted and the
candidate has presented them in several scientific conferences. All papers meet the
requirements for academic publications. They have not previously been used by the
author for the acquisition of the educational and scientific degree "Doctor", in
accordance with the requirements of Art. 53, para 1, item 3 of the Law for the
Development of the Academic Staff in the Republic of Bulgaria.

The quantity of the works submitted for review and their citation meets the
minimum state requirements for obtaining the academic position of associate professor
under Art. 2b, para. 2, item 4 and para. 3, Art. 29 of the Law for the Development of
the Academic Staff in the Republic of Bulgaria and art. 1a, para 1 and para. 2, and art.
53, para 1, item 4 “Minimum quantitative indicators for holding the academic position®
associate professor and the regulations for implementation of the abovementioned law
in the field*9. Security and Defense", professional field" 9.1. National Security".

GENERAL CHARACTERISTICS OF THE APPLICANT’S RESEARCH,
SCIENTIFIC THEORITICAL AND PRACTICAL TEACHING ACTIVITY

The candidate, chief assistant Zdravko Yuriev Kuzmanov was born on February
23, 1987 in the town of Lovech. During the period 2006-2010 he studied and
graduated from the National Military University “Vasil Levski” — Velike Tarnovo.
There he obtained his Bachelor's degree in Administrative and Information Security.
During the period 2010-2011 he received his Master's degree in Administrative and
Information Security from the same university. In 2012-2013 he obtained the degree
of Doctor. The topic of the dissertation was: "Security Management of the power
system in crises". Organization and management outside the sphere of material
production (national security).

He has successively held the academic position of "assistant" at the National
University "V. Levski ” during the period2012-2015. He has been teacher at Panayot
Volov Secondary School, Shumen since September 2017. As of October 2015 he has
been Chief Assistant at Konstantin Preslavsky University of Shumen.

The candidate’s scientific research- since 2012- has been in the field of national
security. The application of an interdisciplinary approach is charactersitic. The high
level of candidate’s special training is recognized and proven by his the fact that he has
been appointed managerial and teaching positions previously mentioned.



In general, the candidate’s teaching, scientific and expert activities are aimed at
increasing the effectiveness of academic training for the needs of Konstantin
Preslavsky Univerisity of Shumen.

1. REVIEW REGARDING THE PRESENCE OR LACK OF

PLAGIARISM

I have not found a representation of the author’s works, which are fully or
partially plagiarized from another author, neither have I come across the use of
scientific results published by other authors, without reference or correct citation. To
my knowledge, I am not aware of any claims against him by other authors for incorrect
use of their works, or that there have been reports of the applicant's publications for
plagiarism of an anonymous or non-anonymous nature. There is no evidence or
suspicion of plagiarism. I do not have any collaborative works with the candidate.

2. EVALUATION OF THE PEDAGOGICAL PREPARATION AND

TEACHING OF THE CANDIDATE

The teaching activity of the candidate is long-term (8 years) and is certified by
documents on the competition, which serves as an evidence for the following:

* In the period 2012-2015 he held the academic position of "assistant" at the
National University Vasil Levski

* Since 2015 he has been "Chief Assistant” at Konstantin Preslavsky university
of Shumen

All this certifies for the teaching experience of the candidate in higher education.
During this period he has taught many disciplines to many students, who are mainly
enrolled in Bachelor's and Master's degrees in the professional field 9.1 National
Security (security systems management).

Overall, the candidate has proven to be a qualified and intriguing teacher and
expert. His teaching shows that he has the necessary pedagogical training and
experience not only for lectures but for exercises and seminars as well.

The overall teaching activity so far has proved that the candidate meets the state
requirement for the minimum quantitative indicators for the academic position
"Associate Professor” (the requirement is 400 points, and the candidate has a total of
450 points), at Konstantin Preslavsky University of Shumen, which is evident from the
submitted reference.

3. MAIN SCIENTIFIC RESULTS AND CONTRIBUTIONS

I. Evaluation of the monograph (habilitation thesis) of the candidate:
"Social Security in the Republic of Bulgaria', Shumen, Konstantin Preslavsky
University of ShumenPublishing House, 2021, ISBN 978-619-201-489-6

The objective of the author is to reveal the essence of social security and the
possible approaches for its definition, as well as to retlect the close connection between
national and social security, by means of expanding the semantics of the concept of
"social security”. The paper indicates the reasons for the emergence and stages of
development of social security in the Republic of Bulgaria, and the characteristics of
the modem insurance system.



The monograph is a total of 180 pages, 167 them are the actual exposition of the
content, devided in six chapters.

Chapter one - "Security - concept, classification and conceptual approaches"
analyzes the main formulations of the general doctrine of security such as: objects and
subjects of security, conceptual approaches to the study of security, the concepts of
"national security", "national interest", "General security" and "social security".
Conditions for carrying out analysis are created on the grounds of the selected tools.

Chapter two - National Security of the Republic of Bulgaria in the modem world
analyzes important issues and priorities for national security such as: organizational
and legal basis for ensuring national security, the National Security Advisory Council
and the National Security Strategy of the Republic of Bulgaria. Certain findings have
been pointed out.

Chapters three to six include the actual research on the topic. The author
logically starts off by clarifying the origin and development of the concept of social
security and examines the semantics, nature, criteria and threats related to this
phenomenon. Chapter Four analyzes important social security issues in the context of
national security. The etymology of the phenomenon of "social security" is considered
- its essence, basic principles, models and characteristic insurance systems, as well as
the essential issue of financing.

After the abstract theoretical analyzes, the author proceeds with the description
of the specifics of the social security system in the Republic of Bulgaria. Naturally, it
begins with a brief historical overview of social security, then the author moves on to
an analysis of state social security in its two aspects - mandatory and voluntary.
Subsequently, he examines their systems and institutions involved in the problem and
in the end draws his argumented conclusions.

The last chapter six - Contemporary aspects of social security in the Republic of
Bulgaria and the EU analyzes some characteristic aspects of the modernization of
social protection systems and the coordination between various systems. The emphasis
is placed on the role of the information factor for increasing social security. In terms
of the abovementioned, the author's views and arguments are expressed.

Some recommendations can be made regarding this work, e.g. a more complete
analysis of some important concepts for this work - definitions, as well as a more in-
depth analysis of some issues discussed in the chapters, such as those in chapters two,
five and six. Naturally, these recommendations do not diminish the achievements of
the author and his scientific contributions and they are not an obstacle for his
achievements to be applied in practice.

IL. Scientific contributions of the candidate

The main scientific results the candidatehas obtained in the submitted papers for
review can be summarized and characterized as the development and supplementation
of knowledge in a certain scientific field with new views. These contributions can be
summarized and characterized in short in three areas, as follows:

1. Research and analysis of the factors influencing the security at national and
international level



) Exploring the nature of social security and approaches for defining it,
reflecting the close link between national and social security. This gives a broader
meaning to the concept of "social security”. Publications: 3.1 (monograph ISBN 978-
619-201-489-6)

* Analysis of the determinants leading to the origin and development of social
security in the Republic of Bulgaria, as well as the characteristics of the modern
insurance system, considered in the context of social security systems. Publications:
3.1 (monograph ISBN 978-619-201-489-6).

) Study of contemporary aspects of social security in the Republic of
Bulgaria and the EU. Analysis of the information factors in social security as a
prerequisite for modernization of social protection systems and coordination of social
security systems in the EU. Publications: 3.1 (monograph ISBN 978-619-201-489-6).

® Research and analysis of the nature of disinformation and its elements, as
well as the threats it poses to the defense and security sector. A definition of the term
cyberterrorism has been proposed and its two main forms have been considered -
hybrid cyberterrorism and direct cyberterrorism. Publications: 7.2.

° Research and analysis of threats from terrorists, as well as the interaction
between the governing bodies and structures for counteraction to terrorism in Bulgaria.
The necessity of developing and upgrading an integrated model of the national security
system in Bulgaria is substantiated, using good practices from the NATO member
states. Publications: 7.1; 7.7.

. Research and analysis of the European legal acts on human rights and their
synchronization with the Bulgarian legislation. The author argues the need to initiate a
process for updating the international, European and national documents. Publications:
78:7.13

® Research and analysis of information resources in the context of national
security, the principles of access to information and their impact in the national security
system, the legislation regarding data access and the specific administrative and legal
regime of data access legislation and its implementation. Publications: Ne 7.8; 7.17.

° Research and analysis of intelligence, operational and investigative
activities in the context of the national security system, intelligence and its place in
national security, legal regulation and control of operational and investigative
activities. Publications: 7.16.

L Theoretical aspects of risk management. Analysis of factors and processes
in crisis management

3. Research and analysis of methods for measuring and assessing risk. The risk
is classified on the grounds of various groups of features. Publications: 7.9; 7.15.

° Researching crisis management policies in the Republic of Bulgaria, the
EU, the Russian Federation and the United States of America. Analysis of specific
significant cases in the power systems of the EU, the United States and Russia so as to
find opportunities for optimizing and improving security systems and ensuring the
interests of national security, society and citizens are met. Publications: 7.14; 7.18;
7.19,7.20,7.21.



) Analysis of the main priorities for ensuring the security of sites of the
Electricity System of the Republic of Bulgaria, as well as for ensuring the interests of
national security, society and citizens in the operation and development of energy
capacity, transmission and distribution networks. Publications: 7.6; 7.23; 7.22; 7.24.

. Research and analysis of the structure and threats of critical infrastructure
in the electricity sector, the electricity information and communication interface and
systems based on information and communication technologies (ICT), as well as the
implemented measures and policies for critical infrastructure protection and
cybersecurity in Bulgaria and the EU . Publications: 7.25; 7.26.

3.Data protection in companies

° Analysis of the innovations in the construction of an integrated security
and communication system, which enable the management and monitoring of all
security systems from one platform (single control center). Publications: 7.3.

) Analysis of the main international standards having to do with to
information security. Research and risk analysis in information security. Publications:
7.4;7.5.

° Research and analysis of LoRa - technology used for the needs of the
constantly growing IoT sector and researching the possibilities for implementation of
sensor technologies in a spatial database. Publications: 7.11.

° Research and analysis of the possibilities for creating a spatial database of
critical infrastructure sites in the energy sector (electricity subsector) using open source
software. Publications: 7.10; 7.12.

. * Research and analysis of the main characteristics and aspects of GIS, as
a modern IT tool for visualization and analysis of events, predicting results, strategic
planning and informed decision making. Publications: 7.10; 7.12.

ITI. ASSESSMENT OF THE SIGNIFICANCE OF CONTRIBUTIONS TO

SCIENCE AND PRACTICE

The significance of the contributions of Chief Assistant Dr. Zdravko Yuriev
Kuzmanov in his scientific output is determined by their scientific and practical nature
in the relevant field. The research conducted by the candidate and the obtained results
create the necessary conditions for applying new knowledge for training of students
and specialists in the issues of national security of the Republic of Bulgaria. Modern,
up-to-date and new knowledge, of interest to the specialists working in the professional
field ©9.1. National Security" are published in the candidate’s works.

IV. EVALUATION TO WHAT EXTENT THE CONTRIBUTIONS ARE

THE CANDIDATE’S PERSONAL ONES

The authorship of the candidate in the submitted scientific papers is undoubtful,
clear and indisputable. The works are written in a specific recognizable style,
vocabulary and way of presentation. The sources and materials used are cited correctly.
The analysis of the thematic areas of the research, presented in the overall scientific
output of the candidate, gives a clear and accurate idea of his lasting scientific interests



and his authorship. The same is a reflection of the candidate-specific theoretical and
empirical knowledge accumulated throughout the years.

CRITICAL NOTES ON THE REVIEWED PAPERS

Some critical remarks can be made regarding to the formulation of some
problems in the applicant’s output. Some regards concern the completeness of some of
the analyzes, the precision in the vocabulary in formulating individual results can be
addressed to the works submitted by the candidate in the competition. These
recommendations and remarks do not affect the nature, significance, relevance and
importance of the contributions received by the applicant and in no way impede their
applicability in practice. Due to the insignificant, routine and technical nature of the
recommendations and remarks made, they are not relevant to the author's achievements
and are therefore not discussed in this review.

V. PERSONAL IMPRESSIONS AND OTHER MATTERS THE
REVIEWER CONSIDERS RELEVANT

I personally know the candidate from some scientific academic forums and
conferences. I have no direct impressions of his academic work.

VI. CONCLUSION

The candidate fully meets the requirements for obtaining the academic position
" Associate Professor”, as defined in the Regulations for Implementation of Law for the
Development of the Academic Staff in the Republic of Bulgaria. (Article 53).

VIL. EVALUATION OF THE CANDIDATE

Having fully acquainted myself with the teaching, scientific, organizational and
expert activity of Chief Assistant Dr. Zdravko Yuriev Kuzmanov gives me reason to
evaluate his qualities as follows:

. He has the necessary organizational skills to fully plan, organize, manage
and analyze the learning processes and research work at a modern methodological
level.

. The original publications and output of the applicant, on the topic of the
announced competition, complement and further develop the knowledge in the field of
PN "9.1 National Security" (social and technological security systems) which
characterize him as an experienced teacher and researcher who has creative abilities.

. His works provide the necessary publicity of the obtained results and
provide an opportunity for the scientific community to get acquainted with them and
evaluate the contributions in them.

. The scientific and applied value of the results obtained by the candidate
turns them into useful materials for all those involved in and engaged in the issues of
national security of the Republic of Bulgaria.

In accordance with Art. 53 of Regulations for Implementation of Law for the
Development of the Academic Staff in the Republic of Bulgaria, and having considered
the overall teaching, expert and research activity of the candidate, I give an overall
positive assessment and vote in favour that the candidate obtain the academic position
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of "Associate Professor" in the field of higher education "9. Security and Defense ",
professional field" 9.1 National Security ”, Security Systems Management
Department, Faculty of Technical Sciences, at Konstantin Preslavsky University of
Shumen, announced in the State Gazette no. 27 of April 2% 2021 by the candidate Dr.
Zdravko Yuriey Kuzmanoy.

9" June 2021 Reviewr:

DY, Evgeni Manev
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