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General characteristics of the dissertation

Actuality of the problem

Actuality of the problem for the study of audio encryption
algorithms arises from the need for increased reliability of digital
information and communication channels for data transmission [9, 10].
With the constant development of communication and information
technologies, the need to develop and analyze new algorithms for
information protection is a current scientific problem. For this reason, the
present dissertation investigates a cryptographic algorithm for protecting
audio files based on pseudorandom generators using functions from chaos
theory.

Purpose of the study

The purpose of the research of the present dissertation is to
construct and study of a function for encrypting audio files in order
to improve information security by using mathematical functions from
chaos theory, which are subjected to different filtering. To achieve this
goal it is necessary to perform the following main tasks:

Tasks

1. To analyze the current state of development of algorithms for
protection of audio files.

2. To be modeled and researched pseudo-random generators for
obtaining binary series using high-dimensional chaotic systems.

3. To develop and analyze a cryptographic function for information
protection of audio files.

Object of research and development

Object of the study are the pseudo-random sequence generators
based on chaotic functions and a cryptographic algorithm to protect
sound files.

Subject of research

Subject of research is cryptographic resistance of pseudo-random
sequence generators and of sound file protection algorithms.
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Research methods

The research methods include analysis of developed algorithms
for encrypting audio files using software packages to evaluate the degree
of randomness and applicability in cryptographic systems.

Scientific novelty

As a result of the development of the dissertation:

1. A pseudo-random byte sequence generator based on the
mathematical chaotic function Ikeda map is proposed .

2. A modified version of a pseudo-random binary number generator
based on the library of long real numbers MPFR and the
mathematical function of chaos theory Ikeda map has been
developed and analyzed.

3. A pseudo-random number generator based on two functions
Zaslavsky Map was synthesized, proposed and studied.

4. An algorithm for encrypting audio files based on a pseudo-random
generator constructed using the Ikeda function has been proposed
and analyzed.

Applicability and utility

The applicability and usefulness of the dissertation consists of the
following:

1. The software-constructed pseudo-random byte generators make it
possible to study their cryptographic properties.

2. The thorough cryptographic analysis proves the applicability of the
proposed pseudo-random generators for information protection.

3. A software model of an audio encryption algorithm has been
developed and analyzed.

Structure and size of the dissertation

The thesis consists of 105 pages. It entails an introduction, three
chapters, a conclusion and a bibliography. References include 140 sources.
18 figures and 28 tables are included. The numbering of the bibliography
of the abstract coincides with the numbering of the bibliography from
the dissertation.
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Summary of the dissertation

Chapter 1 Current state of the issue related to

information protection

This chapter presents basic concepts related to cryptography as a way
to protect data in modern computer systems. The nature of algorithms
for protection of audio files and how they can find different applications
is considered. A general model presented together with some specific
constructions is considered. The main properties and characteristics of
the algorithms for protection of audio files are systematized. On this
basis the purpose and the main tasks of the dissertation are compiled,
as in this chapter the first main task is solved.

1.1 Cryptography and cryptographic systems

Cryptology is a basic science that combines different types of fields
such as mathematics, information theory, physics, etc. to be applied
in modern information systems [6] [7]. Cryptology consists of two
components Cryptography and Cryptanalysis [54] [2]. The main
goal of cryptology is to create cryptographic security algorithms and
implement them to preserve the semantics of important information.
Cryptographic analysis is a part of cryptology that aims to create and
develop methods and tools for disclosing protected information.

1.1.1 Basic concepts and terminology in cryptography

With the need to transmit and store data arises the need to preserve
the semantics of the transmitted data. Cryptographic protection of
information is expressed in the fact that the given information is modified
in order not to reveal its original form. The modification process is called
encryption, and the result is called cryptogram. The reverse of the
modification to the original type of information is called decryption.

1.1.2 Cryptographic system

Cryptography is implemented through cryptographic systems, the
main purpose of which is to enable each sending user to encrypt messages
and the receiving user to decrypt the received encrypted data. The
encryption and decryption processes are performed using secret keys.
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1.1.3 Cryptographic primitives and mechanisms

The main building blocks of a cryptographic information security
system are as follows: [5]

� symmetric cryptographic algorithms;

� asymmetric cryptographic algorithms;;

� management, creation, storage and distribution of keys;

� hash functions;

� pseudorandom number generators.

In particular, they are the basis of the mechanisms for protecting audio
and video files.

1.2 Symmetric and Asymmetric cryptographic

algorithms

According to the type of secret keys used for encryption and
decryption, there are two types of algorithms in cryptography.

1.2.1 Symmetric cryptographic algorithms

In symmetric algorithms, the one secret key is used to encrypt and
decrypt messages. There are two main types into which symmetric
encryption is divided - block and streaming. In streaming encryption,
each character is transformed independently of the others using the secret
key, and in the block approach, the message is broken into blocks, and
the transformation of the characters in the block is highly dependent.

1.2.2 Asymmetric cryptographic algorithms

Asymmetric cryptographic algorithms are characterized by the fact
that it is necessary to use key pairs - public (open) and secret (private).
They are independent of each other and the presence of only one of
the keys can not lead to the calculation of the other. The public key is
used to carry out the encryption process. The corresponding decryption
process is performed with a secret key known only to the recipient in
the message. The asymmetric approach helps to solve the problem of
the need for frequent replacement of the only secret key in symmetric
algorithms.
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1.3 Pseudorandom bit sequence generators

1.3.1 Main characteristics of pseudorandom generators

Pseudo-random number generators are a class of cryptographic
primitives that are an essential element of any symmetric cryptographic
system that performs streaming encryption. A deterministic algorithm
that generates a binary string of length greater than m from a completely
random string of m bits is called a pseudo-random string generator. This
series is likely to pass statistical randomness tests [5].

1.3.2 Properties of pseudorandom generators

The main properties of pseudo-random generators are [83]
randomness, long period, effectiveness, repeatability, portability and
homogeneity.

The statistical properties of pseudorandom sequences, according to
S. Golomb [50], are:

� The difference between the number of zeros and the number of ones
in each period must not exceed 1.

� Half of the sequences in one period have length 1, a quarter have
length 2, one eighth have length 3, and so on. In addition, each of
these sequences has the same number of zeros and ones.

� The autocorrelation function must be ambiguous.

In the process of encryption using pseudorandom bit generators, they
need to use the principles of shuffling and scattering [99].

1.3.3 Types of pseudorandom bit generators

The types of pseudo-random bit generators are summing, shrinking,
self-shrinking and based on chaotic systems.

1.4 A brief introduction to audio files

The digital presentation of music can be divided into three broad
categories - digital records, music note files and music command files.

Sound waves are characterized by the following properties - frequency,
wavelength, time-period, amplitude and velocity. Sound can be divided
into two types - tone and noise.

Audio files contain a stream of numbers that represent changes in the
amplitude of sound waves over time. The accuracy of a digital recording
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depends on the sample size: the larger the sample, the more accurate
the measurement. 8-bit (0 to 255) and 16-bit (0 to 65535) records are
the most common. Many audio file formats allow a variable number of
channels. Thus, the file can be mono (1), stereo (2) or any number of
discrete channels.

Audio files can be compressed or uncompressed. Compression is used
to reduce file size, which often results in loss of sound quality. Types of
audio formats: With sound loss: MP1, MP2, MP3, etc. Without sound
loss - WAV, RAW, FLAC, etc.

1.5 Modern approaches in modeling cryptographic

algorithms for protection of digital audio files

The usual choice when developing cryptographic algorithms for
encrypting digital audio files is to use a symmetric approach to
encryption and decryption due to these advantages. Symmetric
cryptographic algorithms achieve high speed when encrypting and
decrypting audio, and the easy software implementation allows for
studying of the cryptographic properties of the modeled algorithms.
In order to analyze and evaluate the effectiveness of an algorithm for
encrypting digital audio files are considered basic indicators that are
graphical representation, correlation coefficient, NSCR, SNR, PSNR,
encryption speed and key sensitivity.

Based on these basic indicators, an analysis of modern cryptographic
methods for protection of digital audio files based on [65], [44], [17], [45],
[49], [73], [100], [62], [121], [74], [51], [95], [132], [128], [19], [28], [101], [20]
is shown.

The following tables compare some of the cryptographic algorithms
with declared test indicators reflecting their cryptographic properties
and security.

Таблица 1: Statistical test results.

Reference Length Correlation NSCR SNR PSNR

Ref. [102] 7 s 0.0233000 99.998% 33.7464 dB 59.7989 dB
Ref. [65] 13.85 s 0.0004710 99.998% -16.0483 dB 1.4524 dB
Ref. [29] - -0.0011000 - -10.6357 dB 47.9830 dB
Ref. [45] - 0.0000900 99.998% -133.0000 dB
AES [45] - 0.0097100 99.603% -1.4461 dB

Another criterion for measuring the change of audio files is
considered. The waveform plotting aims to see with the naked eye
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whether there is a similarity between the original and the encrypted
audio file. Good cryptographic algorithms positively transform audio
files and such comparisons show no similarities. The waveplot analyses
in [17], [44] and [65] are considered, where encryption algorithms are
presented, which are implemented to work with audio files such as MP3,
WAV and others. These visual analyzes can be considered there.

An important feature of encryption algorithms is the encryption
speed. Table 2 shows the results obtained with different encryption
algorithms.

Таблица 2: Encryption speed.

Reference Size Length Encryption time

Ref. [65] 2.33 mb 13.85 s 5.767 s
Ref. [102] - 7 s 0.012 s
AES [44] 800 kb - 0.003 s

All studied cryptographic algorithms for protection of audio files
achieve excellent results on these indicators, which indicates high
cryptographic stability.

Conclusions on Chapter 1

1. The need for reliable storage, processing and transmission of data
using cryptographic algorithms for information security laid out.

2. The approaches in researching audio cryptographic algorithms and
their main indicators are considered. The realized comparison of
some modern security algorithms gives reference values of the
cryptographic security indicators.

3. Based on the analysis of some of the modern algorithms for
audio protection, the possibility of building an algorithm for
hiding digital content of an audio file based on pseudo-random
bit generators using functions from chaos theory is shown.

Chapter 2 Modeling of pseudorandom

generators using chaotic systems

In this chapter the second main task of the dissertation is solved
by considering three approaches for modeling pseudo-random bit
generators. The theoretical developments are based on the developments
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of Stoyanov [12, 103–106], Kordov [4, 107, 108], Tasheva and Bedzhev
[122, 123] and Todorova [14]. The steps for software implementation
are reflected and the key space analises and researches of the proposed
generators are made by testing the generated pseudo-random series.

2.1 Pseudo-random generator based on a chaotic

attractor

2.1.1 Features of Ikeda map

In [11,13,30,37,43,47,66,67] cryptographic schemes based on random
number generators are proposed. The chaotic function Ikeda Map is used
as a key element in various cryptographic projects [75, 75, 94, 112, 113].
It is a commonly used basic element in the modeling of pseudo-random
number generators [58,59].
In the two-dimensional space the attractor Ikeda [58, 59] is determined
by the following equations:

𝑥𝑛+1 = 1 + 𝑢(𝑥𝑛 cos 𝑡𝑛 − 𝑦𝑛 sin 𝑡𝑛) (1)

𝑦𝑛+1 = 𝑢(𝑥𝑛 sin 𝑡𝑛 + 𝑦𝑛 cos 𝑡𝑛) (2)

where 𝑢 ≥ 0.6 and

𝑡𝑛 = 0.4− 6

1 + 𝑥2
𝑛 + 𝑦2𝑛

. (3)
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Фигура 1: Two-dimensional model of the Ikeda map function.

The following modified pseudo-random generator based on two Ikeda
functions is offered.
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𝑥1,𝑛+1 = 1 + 𝑢(𝑥1,𝑛 cos 𝑡1,𝑛 − 𝑦1,𝑛 sin 𝑡1,𝑛) (4)

𝑦1,𝑛+1 = 𝑢(𝑥1,𝑛 sin 𝑡1,𝑛 + 𝑦𝑛 cos 𝑡1,𝑛) (5)

𝑥2,𝑚+1 = 1 + 𝑢(𝑥2,𝑚 cos 𝑡2,𝑚 − 𝑦2,𝑚 sin 𝑡2,𝑚) (6)

𝑦2,𝑚+1 = 𝑢(𝑥2,𝑚 sin 𝑡2,𝑚 + 𝑦2,𝑚 cos 𝑡2,𝑚), (7)

where the initial parameters 𝑥1,0 = 0.19234589676, 𝑦1,0 =
0.212944478569, 𝑥2,0 = 0.23873247817, 𝑦2,0 = 0.189800800800 are used
as a key.

2.1.2 Pseudo-random generator model based on Ikeda attractor

The proposed generator [115] perform the following steps:

Step 1: The initial values are determined 𝑥1,0, 𝑦1,0, 𝑥2,0, 𝑦2,0.

Step 2: The two chaotic functions are repeated 𝐼 a number of
times, where 𝐼 is an integer constant

Step 3: Each iteration the values for the four real numbers
𝑥1,𝑖, 𝑦1,𝑖, 𝑥2,𝑖, 𝑦2,𝑖 are calculated, then processed as follows:

𝑎 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑥1, 𝑖 * 1010))), 256)
𝑏 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑦1, 𝑖 * 1010))), 256)
𝑐 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑥2, 𝑖 * 1010))), 256)
𝑑 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑦2, 𝑖 * 1010))), 256)

(8)

where 𝑎𝑏𝑠(𝑧) returns the absolute value of 𝑧, 𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑧) returns
the integer part of 𝑧, removing the fractional part, and
𝑚𝑜𝑑(𝑧, 𝑤)returns the remainder of the division.

Step 4: The logical operation XOR (excluding or) between a,
b, c, e is performed,
𝑠𝑖 = 𝑎⊕𝑏⊕𝑐⊕𝑑. The output byte is generated 𝑠𝑖.

Step 5: Proceed again to Step 3 until the length of the
required binary output stream is reached.
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(а) Arduino Uno micronontroller (б) The configuration of Arduino Uno

Фигура 2

2.1.3 Realization in Arduino

PRG is realized using the Arduino Uno microcontroller, visualized in
figure 2. The program is uploaded to the platform through an integrated
development environment (IDE), and detailed information can be found
at url http://arduino.cc/.

The proposed pseudo-random bit generator implemented by Arduino
uno is shown in Figure 2. PRG is modeled at the following initial values:
𝑥1,0 = −0.19234589676, 𝑦1,0 = 0.212944478569, 𝑥2,0 = −0.23873247817,
𝑦2,0 = 0.189800800800, 𝑢1 = 0.7941, 𝑢2 = 0.694 и 𝐼 = 300.

2.2 Experimental testing of the proposed

pseudorandom generator

2.2.1 Key-space analysis

Key space analysis is the first step in evaluating a pseudo-random
bit generator. It is calculated as the sum of the initial parameters of
the generator. The proposed generator has 6 input parameters 𝑥1,0, 𝑦1,0,
𝑥2,0, 𝑦2,0, 𝑢1 and 𝑢2. According to [15], the computational precision
of a 64-bit double-precision number is about 10−15, which means that
the set of keys is 2199, which is quite enough for protection against key
attacks by exhaustive search. The resulting value is greater than similar
chaos-based pseudo-random schemes [79,109,110]. The initial number of
iterations 𝐼 can be part of the key space.
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2.2.2 Lyapunov exponent

In the supposed random behavior of dynamical systems, the
Lyapunov exponent plays an important role [31]. This indicator makes it
possible to measure the complete predictability of a system. The results
of the analysis of the Ikeda map are visualized on 3. The calculation of
this indicator allows to determine whether a system is chaotic or not. A
positive Lyapunov exponent indicates that the system is chaotic and a
negative indicator that it is not [52].

τ
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(а) Lyapunov exponent (б) bifurcation diagram

Фигура 3: Lyapunov exponent for the Ikeda map and bifurcation
diagram.

The positive Lyapunov exponent obtained for the Ikeda map
indicates that it has chaotic behavior.

2.2.3 Bifurcation analysis

The most commonly used in the mathematical study of dynamical
systems is bifurcation. The bifurcation diagram is a visual summary of
this doubling. The bifurcation diagram of the Ikeda function is shown in
the figure3. The classic way to visualize this diagram is in terms of the
parameter 𝑐3 [33].

In the bifurcation analysis of the Ikeda function shown in Figure 3,a
splitting of the function is visible. This is evidence of chaotic behavior,
which is observed at initial values of the parameter 𝑐3 between [-0.5, 1.5].

13



2.2.4 Analysis of the bit series generated by the

proposed pseudorandom generator

To determine the cryptographic stability and pseudorandomness of
the modeled generator, a number of tests are performed with the software
packages NIST [26], DIEHARD [82], и ENT [140]. For this purpose,
the proposed modified pseudorandom generator, based on the Ikeda
system, generated an appropriate number of bytes and this number of
random numbers was examined by the three statistical packages. 2000
x 125000 bytes are generated for NIST, and the generated output rows
of binary sequences successfully pass all tests of the software package.
The binary rows generated by the proposed PRG pass all tests in the
second DIEHARD software package as well. The third test package ENT
[137] performs 6 checks on the generated number of bits. A stream of
250,000,000 bits generated by the proposed algorithm was tested. These
checks passed successfully.

2.3 High-precision pseudo-random generator based on

chaotic function

2.3.1 Characteristics of the Ikeda attractor

The section describes the characteristics of the Ikeda function.

2.3.2 Modeling of a High-precision pseudorandom

generator based on chaotic attractor Ikeda

The proposed modified generator [116], implemented through two
Ikeda functions, using a shrinking, performs the following steps:

Step 1: The initial values are determined 𝑥1,0, 𝑦1,0, 𝑥2,0, 𝑦2,0.

Step 2: The two chaotic functions are repeated 𝐺 a number
of times, for 𝐺> 100

Step 3: The iterations continue and on each iteration the four
real numbers 𝑥1,𝑖, 𝑦1,𝑖, 𝑥2,𝑖, 𝑦2,𝑖 are calculated. Then they are
processed as follows:
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𝑎 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑥1,𝑖 * 1010))), 2)
𝑏 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑦1,𝑖 * 1010))), 2)
𝑐 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑥2,𝑖 * 1010))), 256)
𝑑 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑦2,𝑖 * 1010))), 256)

(9)

where 𝑎𝑏𝑠(𝑧) returns the absolute value of 𝑧, 𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑧)
returns the integer part of𝑧, removing the fractional part, and
𝑚𝑜𝑑(𝑧, 𝑤)returns the remainder of the division.

Step 4: The logical operation XOR is being performed:
𝑝𝑖 = 𝑎⊕𝑏, 𝑞𝑖 = 𝑐⊕𝑑.
The output byte 𝑠𝑖 is generated.

Step 5: If 𝑝𝑖 == 1, The output byte 𝑞𝑖 is generated.

Step 6: Proceed to Step 3 until the length of the required
binary output stream is reached.

2.3.3 Library for high accuracy when working with

real numbers

The Library GNU MPFR (MPFR: A Multiple-Precision Binary
Floating-Point Library with Correct Rounding) [48] is a portable library
written in C for floating point arithmetic.

2.3.3.1 The internal data representation

The internal data representation used by MPFR is as follows: The
floating point number 𝑥 is represented by the mantissa 𝑚, the sign 𝑐 and
the degree 𝑒4. If the accuracy of 𝑥 e 𝑝, the mantissa 𝑚 has 𝑝 significant
bits. Special numbers such as NaN, infinities or zeros have a special
representation.The mantissa 𝑚 is represented by an array of positive
values of a whole type and is interpreted as 1/2 ≤ 𝑚 < 1.

2.3.3.2 Basic operations

Among the main operations that the library provides are: square
root, the four basic operations (multiplication, division, addition,
subtraction).MPFR implements 24 mathematical functions - exponential
function and natural logarithm, binary logarithm, decimal logarithm, six
hyperbolic and trigonometric functions.
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The library supports exceptions similar to those of the IEEE standard
- 754 [72], but no capture mechanisms are provided. Compared to other
libraries (CLN [56], PARI/GP [35] and NTL [139]) based on effectiveness,
accuracy and portability, it can be seen that MPFR is quite efficient
except acos and atan.

2.4 Experimental testing of the proposed pseudo-

random generator

2.4.1 Key space analysis

The proposed pseudorandom bit generator is modeled in C ++
using the GNU MPFR library at the following 128-bit initial values:
𝑥1,0 = 2.06252511687250460464211314154670899517702430122442202
8526157183619505273779887567108947780339367798219436657854061
5816223702870, 𝑦1,0 = −0.90156252405070243012244220285261571836
1950527377988756710894778708873952497216569900537203778732463
4665766687628933046392209814, 𝑥2,0 = −1.1103954267646097258919
5464028204155923321872697908594841507196768935262022994375611
35926209835792834611117328878200271530235713, и 𝑦2,0 = −0.86324
2781566041933066648342627151033247970477070119980567163797652
0646361173285348563398166113592620983579283460119676891187820.
According [72], the accuracy of the calculation of 128-bit real numbers is
about 113 bits. The key space of the proposed byte generation scheme is
452 bits, which is large enough to prevent greedy algorithm attacks. [21].

2.4.2 Analysis of the bitstream generated by the proposed
pseudorandom generator

The software packages PractRand [136], DIEHARDER [87], and ENT
[140] were again used to test the randomness of the generated output
stream from the proposed algorithm.

The PractRand [114] tests were applied to 67108864 bits obtained
from the proposed PRG. The software reports successful completion of
all tests, reaching the target values of P-value in the range (0, 1) or the
result is reported with a pass. The tests with the second DIEHARDER
software package were performed by performing 36 tests on the generated
bit sequence. All tests for this software package have been successfully
passed by the proposed algorithm, as the target values for P-value are
in the range (0, 1). The last software package for testing the generated
bit string conducts 6 tests on the generated string of 250 million bits
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and they have passed successfully. The target values are achieved and
reflected in Chapter 2 of the dissertation.

2.5 Pseudo-random generator based on a chaotic

attractor

Zaslavsky map is used as a basis in many cryptographic schemes and
algorithms [24,32,34,71,93,98,125].

2.5.1 Characteristics of the Zaslavsky map

The equations defining Zaslavsky map [134] are as follows:

𝑦𝑛+1 = mod (𝑦𝑛 + 𝜈(1 + 𝜇𝑧𝑛) + 𝜖𝜈𝜇 cos(2𝜋𝑦𝑛), 1),

𝑧𝑛+1 =𝑒−𝑟(𝑧𝑛 + 𝜖 cos(2𝜋𝑦𝑛)),
(10)

where

𝜇 =
1− 𝑒−𝑟

𝑟
, (11)

𝑟 = 3.0, 𝜈 = 400/3 и 𝜖 = 0.3. The sensitivity to the initial parameters is
shown in Figure 2.7 of the dissertation.

2.5.2 Two functions of Zaslavsky in a pseudorandom byte
generator

The proposed [118] algorithm is based on the following two Zaslavsky
functions:

𝑦1,𝑛+1 = mod (𝑦1,𝑛 + 𝜈(1 + 𝜇𝑧1,𝑛) + 𝜖𝜈𝜇 cos(2𝜋𝑦1,𝑛), 1), (12)

𝑧1,𝑛+1 =𝑒−𝑟(𝑧1,𝑛 + 𝜖 cos(2𝜋𝑦1,𝑛)), (13)

𝑦2,𝑛+1 = mod (𝑦2,𝑛 + 𝜈(1 + 𝜇𝑧2,𝑛) + 𝜖𝜈𝜇 cos(2𝜋𝑦2,𝑛), 1) , (14)

𝑧2,𝑛+1 =𝑒−𝑟(𝑧2,𝑛 + 𝜖 cos(2𝜋𝑦2,𝑛)), (15)

where 𝜇 is from Equation11, a 𝑦1,0, 𝑧1,0, 𝑦2,0 and 𝑧2,0 are real numbers.
The proposed random number generator performs the following steps:

Step 1: The initial values 𝑦1,0, 𝑧1,0, 𝑦2,0 and 𝑧2,0 are
determined and the length of the output stream is determined.
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Step 2: The first Zaslavsky function is repeated 𝐿 a number
of times. The second is repeated 𝑀 a number of times

Step 3: The two chaotic functions are repeated and four
floating point numbers 𝑦1,0, 𝑧1,0, 𝑦2,0 and 𝑧2,0 are generated on
each iteration and processed as follows:

𝑠𝑖 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑦1,𝑚 × 109))), 256) (16)

𝑠𝑗 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑧1,𝑚 × 109))), 256) (17)

𝑡𝑖 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑦2,𝑚 × 109))), 256) (18)

𝑡𝑗 = 𝑚𝑜𝑑(𝑎𝑏𝑠(𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑧2,𝑚 × 109))), 256), (19)

where 𝑎𝑏𝑠(𝑥) returns the absolute value of 𝑥, 𝑖𝑛𝑡𝑒𝑔𝑒𝑟(𝑥) 𝑎𝑏𝑠(𝑥)
returns the integer part of 𝑥, removing the fractional part, and
𝑚𝑜𝑑(𝑥, 𝑦) returns the remainder of the division. 4 bytes received -
𝑠𝑖, 𝑠𝑗 , 𝑡𝑖, 𝑡𝑗 .

Step 4: XOR operations are performed: Between 𝑠𝑖, 𝑠𝑗 , 𝑡𝑖 и
𝑡𝑗 , 𝑎 = 𝑠𝑖 ⊕ 𝑠𝑗 ⊕ 𝑡𝑖 ⊕ 𝑡𝑗 . The output byte 𝑎 is generated.

Step 5: Repeat Step 3 until the required byte stream length
is obtained.

The proposed steps are written in C++ with the following
initial values: 𝑦1,0 = −0.19234589676, 𝑧1,0 = 0.212944478569, 𝑦2,0 =
−0.23873247817, 𝑧2,0 = 0.189800800800, 𝐿 = 1042 and 𝑀 = 273.

2.6 Experimental testing of the proposed pseudo-

random generator

2.6.1 Key-space analysis

Initial values are a set of all values that can be used as initial values
in the pseudo-random algorithm. The new scheme has six initial values
𝑦1,0, 𝑧1,0, 𝑦2,0, 𝑧2,0, 𝐿 and 𝑀 . As stated in the IEEE Standart for Real
Number Arithmetic [61], the computational accuracy of a real number
with 64-bits is about 10−15. Then the key space is more than 2228,
which is large enough to prevent greedy algorithm attacks.
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2.6.2 Analysis of the bitstream generated by the proposed
pseudo-random generator

The statistical security tests were performed using the NIST [26],
ENT [140], DieHarder [87] and PractRand [136] packages.
The NIST software package is applied to the generated bit string divided
into 2000 strings with a length of 125000 bits for each string. The new
PRG successfully passes the NIST test package, as the target values of
P-value in the range [0, 1) have been reached.
The research with the second software package DIEHARDER cite
DieHarder was performed by conducting 19 tests on the generated binary
sequence. The values obtained for P-value are in the range [0, 1), which
means that all tests for this software package have passed successfully.
The latest software package for testing the generated bit string ENT
includes 6 tests and they are applied to the generated bit stream. 250
million bytes generated by the proposed generator have been tested. All
tests were passed successfully, and the results are summarized in Chapter
2 of the dissertation.

Conclusions onChapter 2

1. A pseudo-random generator based on two Ikeda images is presented
and studied.

2. The pseudo-random generator based on the Ikeda function has
been modified and tested, increasing the precision of the primary
key.

3. A pseudo-random generator scheme is proposed based on two
Zaslavsky functions.

4. The cryptographic properties and the necessary security of the
proposed pseudorandom generators, which are performed through
software tests, prove their applicability in various encryption
algorithms.

Chapter 3 Development and research of a function for

audio file protection

In this Chapter the last of the main tasks is solved. An innovative
audio algorithm for the protection of sound files is presented, with the
basic element of the pseudo-random generator, described and studied in
Chapter 2 of the dissertation, based on two functions Ikeda map.
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3.1 Function for protecting audio files based on Ikeda

map

3.1.1 Algorithm model

The model of the proposed algorithm was developed using the
modeled and analyzed pseudo-random generator in p. 2.1 of Chapter
2.

The audio algorithm is described in the following steps:

Step 1: The header bytes of a input audio file A are moved without
cryptographic modifications in file A’.

Step 2: s number of bytes from the input file A are xored with the same
number of bytes generated by PRG to be encrypted.

Step 3: The encrypted sample from Step 2 is processed into file A’.

Step 4: Steps 2–3 are repeated until the end of input file A is reached.

Step 5: The produced output file A’ is the final encrypted audio file.

The decryption algorithm is the same as the encryption one, because
the proposed cryptographic scheme is symmetrical. The same steps and
key are used to decrypt the audio file.

The proposed audio encryption function was implemented using the
C++ programming language.

3.2 Cryptographic Analysis

An important part of the encryption algorithms is their reliability.
It is determined by cryptographic analysis. In this section, we present
the results of empirical tests performed using proposed audio encryption
algorithm described in the previous section.

An important part of the successful implementation and use of the
proposed audio encryption algorithm in various software applications
is that it successfully passes cryptographic analysis. In following pages
the results of empirical tests performed using proposed audio encryption
algorithm are presented. Nine 16-bit audio files have been encrypted and
examined for this purpose.
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3.2.1 Test files

The chosen files are currently stored in WAV format with an audio
sample rate of 44.1 kHz. Links to the files are presented in Chapter 3 of
the dissertation.

To be secure enough a symmetric algorithm, it is necessary to
generate different keys each time. Different keys are generated to
encryption each file. In third Chapter are summarized the every file
encryption keys.

3.2.2 Waveform plotting of original and encrypted audio files

One of the most commonly used approaches to audio signal analysis
is waveform plotting. It displays the amplitude of the audio signal
distributed over time. Waveform plotting represents the amplitude of
the audio signal distributed in time.To compare the original audio files
with the encrypted ones, the waveform plotting of all tested files are
presented.

On Figure 4 (a) cartoon-mumble-speak and on Figure 5(a) grito-
wav are graphically displayed original audio files before encryption , and
Figure 4 (b) and Figure 5 (b) the graphics of the encrypted audio files
are presented. The visual analysis clearly shows the difference between
the graphics of the input files and the graphics of the encrypted files and
is an indication of successful encryption.
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Фигура 4: Waveform plotting of the file cartoon-mumble-speak.wav
before and after encryption.
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Фигура 5: Waveform plotting of the file grito-wav.wav before and after
encryption.

The difference in amplitude between original and encrypted files is
caused by the noise that occurs in encrypted files.

3.2.3 Correlation Analysis

One of the most commonly reported statistical methods involves
correlation analysis [124], which measures the degree of linear
dependence between two values. The correlation coefficient between two
audio files is a mathematical relationship between groups of values [124].
To calculate the relationship between audio information between the
primary and the encrypted file, it is necessary to compare the values
of both files by working with the samples. In correlation analysis, the
values obtained are always in the range [-1.0, +1.0] [1]. If the correlation
coefficient is close to 0.0, it means that there is no linear relationship
between the two files. At 1 - the dependence is functional.

The correlation coefficient can be calculated as follows:

𝑟𝑥𝑦 =
𝑐𝑜𝑣(𝑥, 𝑦)√︀
𝐷(𝑥)

√︀
𝐷(𝑦)

. (20)

where

𝐷(𝑥) =
1

𝑁

𝑁∑︁
𝑖=1

(𝑥𝑖 − 𝑥)2, (21)

𝐷(𝑦) =
1

𝑁

𝑁∑︁
𝑖=1

(𝑦𝑖 − 𝑦)2, (22)

𝑐𝑜𝑣(𝑥, 𝑦) =

𝑁∑︁
𝑖=1

(𝑥𝑖 − 𝑥)(𝑦𝑖 − 𝑦), (23)
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Sample values of the plain and encrypted files are 𝑥𝑖 and 𝑦𝑖, x and y are
the mean values of samples, N is the total number of samples and finally
cov(x, y) is covariance between both files. The correlation coefficient
results are shown in Table ??. The results obtained and presented in
the table 3 in the study of audio files show that there is no connection
between the original and the encrypted file, because are close to the
ideal value 0.0. Based on the results of the study, the proposed audio
encryption function successfully meets the requirements of correlation
analysis.

3.2.4 Number of Sample Change Rate of the encrypted files

Number of Sampling Change Rate,( NSCR)measures the percentage
of change in an audio file when encrypted. this analysis performs a
stability test and to establish the quality of the encryption algorithm.
The test compares the corresponding original sample values and
encrypted audio file and shows the difference in percentage. NSCR can
be calculated as follows:

𝑁𝑆𝐶𝑅 =

∑︀𝑁
𝑖=1 𝐷𝑖

𝑁
𝑥100% (24)

where

𝐷𝑖 =

{︂
1, 𝑥𝑖 ̸= 𝑦𝑖
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(25)

In Equation (24), corresponding sample values of the plain and encrypted
files are 𝑥𝑖 and 𝑦𝑖 and the total number of samples is N. Obtained values
from the tests are shown in Table 3. The results of the study of encrypted
and original files are average 99.9999%, which is very close to the ideal
values. This shows high stability and quality of the encryption algorithm.

3.2.5 Signal-to-noise ratio

The extent to which the signal is hidden and incomprehensible or
destroyed is an important component of audio encryption algorithms.
The signal-to-noise ratio test is ideal for measuring the intelligibility of
the audio signal and is very sensitive to noise. This indicator is calculated
with the signal-to-noise ratio test(SNR) [63]. A ratio greater than 1:1
indicates a signal greater than noise. It is calculated as follows:

𝑆𝑁𝑅 = 10𝑙𝑜𝑔10

∑︀𝑁
𝑖=1 𝑥

2
𝑖∑︀𝑁

𝑖=1 [𝑥𝑖 − 𝑦𝑖]
𝑑𝐵, (26)
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where 𝑥𝑖 и 𝑦𝑖 are the corresponding sample values from the original audio
file and the encrypted audio file, and the number of samples is 𝑁 . The
results of the test acs SNR are shown in Table 3. The Obtained values
are less than 0 dB. According to Plapous, Marro and Scalart [90] this
shows a reduction in the effect of the original sound at the expense of
noise.

3.2.6 Peak-signal-to-noise ratio

Another important indicator of the quality and efficiency of the audio
encryption algorithm is the peak-to-noise ratio test (PSNR) [69]. Because
many signals have a very wide and dynamic range (the ratio is between
the largest and smallest possible values of one variable) PSNR measures
the maximum possible value of the signal and the strength of the noise
that affects the quality of its performance. It is calculated as follows:

𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔10
𝑀𝐴𝑋2

𝑀𝑆𝐸
𝑑𝐵 (27)

where MAX is the maximum possible value of audio stream. In this
case, the maximum value can be 65,535. There is possibly a square error
between the plain and encrypted files and this mean square error (MSE)
can be computed as follows:

𝑀𝑆𝐸 =
1

𝑁

𝑁∑︁
𝑖=1

(𝑥𝑖 − 𝑦𝑖)
2 (28)

Test results PSNRare shown in Table3.
The obtained for the study signal-to-noise ratio values when testing

encrypted audio files are about 4.6934 dB (decibels). Lower values for
this test are best for encrypted files and indicate higher resilience to
attacks aimed at disclosing information. As can be seen, the values of
the peak signal-to-noise ratio are small, which means that the encrypted
files have a high noise level and, accordingly, high resistance to third-
party attacks. Compared to the results of some of the existing algorithms
for encrypting audio files presented in Chapter 1 of the dissertation, the
proposed algorithm has comparable and better values for the test PSNR.

3.2.7 Encryption speed

Encryption speed is an important feature of encryption algorithms.
To measure the time required to encrypt, we used audio files of different
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sizes with hardware configuration - 2.00 GHz, Intel(R) Core(TM) i3-
6006CPU, Fujitsu, 4GB RAM, Windows 10. In Chapter 3 of the
dissertation is presented the speed of the proposed method for audio
files of different sizes. The obtained data show a satisfactory speed of the
encryption algorithm. The approximate speed of the proposed algorithm
is 230 kb/s. The results of measuring the speed of the proposed algorithm
show a satisfactory encryption speed.

3.2.8 Encryption/decryption key sensitivity analysis

Another important characteristic of correlation analysis is the key
sensitivity test. A good audio encryption scheme should be sensitive
with respect to the secret key, that is, a slight modification of the
secret key. with the following key set audio files are encrypted: 𝑥𝑖

= 0.61337047692752, 𝑦𝑖 = 0.7315988807484, 𝑥2𝑖 = -0.90983014150675
и 𝑦2𝑖 = 0.44066640271424. An attempt was then made to decrypt
them with slightly modified key values: 𝑥𝑖 = 0.62337047692752, 𝑦𝑖 =
0.7415988807484, 𝑥2𝑖 = -0.91983014150675 и 𝑦2𝑖 = 0.45066640271424.
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Фигура 6: Waveform plotting of a-strange-dream audio file and
encrypted file
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On Figure6(а) original audio file a-strange-dream is presented, on
Figure 6(б) the encrypted audio file with the first set of values forming
the key is presented, next Figure6(в) is the graphical representation of
the encrypted file with the second set of values, and the last Figure6(г)
the decrypted audio file with the first set of values is presented. This
analysis visualizes the high sensitivity of the algorithm to the secret key.
A slight change in the key set demonstrates that it is impossible to obtain
the original file without the exact values forming the primary key.

Таблица 3: Statistical results of the conducted tests.

Audio file Correlation SNR PSNR NSCR

usb-headset-weird -0.0248023 -42.3697 dB 4.6583 dB 99.994%
cartoon-speak 0.0008942 -44.6930 dB 4.7036 dB 100.000%
grito-wav 0.0167187 -43.0053 dB 4.7551 dB 99.998%
a-strange-dream -0.0376280 -44.8190 dB 4.6431 dB 99.996%
radio 0.0222683 -40.7581 dB 4.6431 dB 99.999%
insult 0.0157122 -43.2195 dB 4.7109 dB 99.999%
sharpening-blade -0.0211372 -28.5052 dB 4.7690 dB 99.998%
airport-message -0.0335765 -44.7026 dB 4.6590 dB 99.998%
shakuhachi-grave-5 -0.0068954 -43.3945 dB 4.6990 dB 99.998%

Conclusions on Chapter 3

1. A cryptographic function for protecting audio files has been
proposed, created with the pseudo-random generator component,
based on the uneven filtering of a chaotic image, proposed in
Chapter 2.

2. An analysis of the proposed cryptographic scheme was made and it
successfully passed the tests - correlation analysis, visual analysis,
Number of Sample Change Rate of the encrypted files, signal-
to-noise ratio, peak signal-to-noise ratio, encryption speed was
measured and sensitivity to keys was analyzed.

3. Theoretical and experimental results for the algorithm confirm
the high level of security, with the possibility of practical
implementation and integration into software applications.

Conclusion

Main results of the research and work on this dissertation:
Scientific contribution of the dissertation
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1. A function for protection of audio files, created on the basis of a
pseudorandom generator, which uses two mathematical functions,
is proposed.

Scientific and applied contributions of the dissertation

1. The main direction for development of the idea of an audio
encrypting algorithm, using a pseudorandom sequense generator,
based on chaotic functions, are formulated on the basis of
the conducted research on the current state of cryptographic
algorithms for encryption of audio files.

2. A pseudorandom byte generator based on the Ikeda map function,
suitable for a constructing cryptographic primitive in different data
protection algorithms, is developed and researched.

3. A pseudorandom byte generator with increased precision, based
on the Ikeda map functions, is developed and researched for the
purpose of incorporation in cryptographic systems for information
protection.

4. A pseudorandom byte generator with the main constructive
element being a Zaslavsky map function, that can be used in data
protection systems, is researched and developed.

5. An analysis is conducted on the proposed function for audio
protection in relation to its main characteristics. The results
confirms a high cryptographic security.

Visions and guidelines for further work

Guidelines for further work can be summarized in the following areas:

1. Integrate the proposed PRG into an electronic signing algorithm.

2. Explore parallel algorithms for protecting audio files.

3. Modeling of cryptographic algorithms for protection of audio files
by asymmetric encryption and functions of chaos theory.

List of acronyms
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AES AES (Advanced Encryption Standard) - symmetric
block cipher chosen by the U.S. government to
protect classified information.

ENT ENT (Entropy) - Pseudo-random sequence test
program

FCSR FCSR (Feedback with Carry Shift Register) -
feedback shift register

IDEA IDEA (International Data Encryption Algorithm) -
symmetric cryptographic algorithm developed by
James Massey

NIST NIST (National Institute of Standards and
Technology) - Statistical test suite for evaluating
pseudorandom number generators developed from
National Institute of Standards and Technology

PKS PKS (Public Key Systems) - Public key system
based on asymmetric encryption algorithms

PRG PRG (Pseudorandom generator) - Pseudorandom
generator

Raw Raw- Ratio of "raw"generated data.

MP1 MPEG Layer 1 compression - audio file format with
typical bitrate of 384 kb/s, but supports bitrate
between 32 and 448 kbps

MP2 MPEG Layer II compression - audio format,
standard for sound reproduction in digital television
and radio.

MP3 Moving Picture Experts Group (MPEG) that uses
Layer 3 audio compression - Format with smaller
audio file sizes.

WAV Waveform Audio File Format - audio file format
standard, developed by IBM and Microsoft, for
storing an audio bitstream on PCs. created in 1991.

RAW RAW Audio format - audio file format for storing
uncompressed audio in raw form.
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FLAC Free Lossless Audio Codec format - open source
audio compression format without loss of sound
quality during compression.

NSCR Number of sampling change rate

SNR Signal to noise ratio

PSNR Peak Signal to noise ratio

MPFR A multiple-precision binary floating-point library
with correct rounding

Publications on the dissertation

� Stoyanov, B., & Ivanova, T. (2019, November). Chaosa: Chaotic
map based random number generator on arduino platform. In
AIP Conference Proceedings (Vol. 2172, No. 1, p. 090001). AIP
Publishing LLC, SJR 2019 = 0.190.

� Stoyanov, B., Todorova, M., Ivanova, T., Borboryan, G.,
& Hasanov, A. (2019, October). Two Zaslavsky maps in
pseudorandom byte generation. In AIP Conference Proceedings
(Vol. 2164, No. 1, p. 120013). AIP Publishing LLC, SJR 2019 =
0.190.

� Stoyanov, B., & Ivanova, T. (2021, March). Pseudorandom byte
generator based on shrinking 128-bit chaotic function. In AIP
Conference Proceedings (Vol. 2333, No. 1, p. 070003). AIP
Publishing LLC, SJR 2020 = 0.190.

� Stoyanov, B., & Ivanova, T. (2021). Novel Implementation of
Audio Encryption Using Pseudorandom Byte Generator. Applied
Sciences, 11(21), 10190, SJR 2020 = 0.435, IF 2020 = 2.679 .

� Stoyanov, B., Ivanova, T., Todorova, M., Cholakov, M., Ahmed,
H. (2021). Extended security analysis of the zaslavsky maps based
pseudorandom byte generator. CEUR Workshop Proceedings,
2021, 2933, pp. 265–269, SJR 2020 = 0.177.

� Ivanova, T.(2021). Overview of Cryptographic Algorithms for
Audio Files and their Properties. Annual of Konstantin Preslavsky
University of Shumen XXII C, pp.23-31.

29


	General characteristics of the dissertation
	Actuality of the problem
	Purpose of the study
	Object of research and development
	Subject of research
	Research methods
	Research methods
	Applicability and utility
	Structure and size of the dissertation
	Conclusions on Chapter 2
	Conclusions on Chapter 3
	Conclusion
	Visions and guidelines for further work
	List of acronyms


	Publications on the dissertation

